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Chapter 1. Introduction and Quick Install

1-1. Production Introduction

The Main purpose of ClouldProof M serious is to help organizations manipulate
cloud computing infrastructure in a ftéle and reliable way, while they deploy

cloud service. Also, a value added service can be achieved by utilizing a hybrid cloud
model that makes the interoperability between public and private cloud.

ClouldProof M serious versions provide the interopéigbwith Google Apps. In a

O2YY2y RSLX 2@8YSyidz GKS /f2dzRt NR 2dhta I LILI Al y O
center withan IP configured that computers located in the organization can directly

connect to it.

The hardware installation is introduced incenn1-2, while the network setup is
introduced in section -B. Next, CloudProof M serious requires the creation of
information related to the public cloud. Sectiorldancludes configurations for

setting up connection with Google Apps. Sectied iBcludes configurations to
establish user account. After that, users can login CloudProof M serious, and begin
to use the related functions; please refer to chapter 3 for the detailed configuration.
Administrators can configure and manage the network and storalgged functions

of CloudProof M serious; please refer to Chapter 4 for the detailed configuration.
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1-2. Hardware Installation introduction

1. Front panel introduction

B/P1.B/P2 Console Port LCD
Ethernet Port POWER
I Buttonl~4

[
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oXe

e ——
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USB/ H}’-D\

RESET

Fig. 14
Main Part
E Ethernet Port6 Ethernetports including both M1000 and M2000 serious.
E Console Port8-pin serial port interface, for vendenaintenance.
E POWERLED showing green light, indicates the appliance is at booting
status.
E H.D.DLED showing fleshing light, indicates the systeraasling or
storing data from to to the buitn hard disk.
E LCDLCD interface provides simple information for management use.
E Buttonl~4 4 buttons for controlling LCD interface.

Reserved Part(current not used)

E B/P1,B/P2 Bypass LED, Green light indésanormal mode, red light
indicates bypass mode.

E USB2 USBports

E RESET Reset hidden button
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2. Rear panel introduction

POWER button

POWER connector

Fig. 15
Ethernet port usage description

Failover Basic Basic Basic  Admin HA

There are 6 Ethernet ports, and each has its respective function as below:
Port 1 Failover link portProvides for Backup network link.

Port 2 Basic Link port

Port 3 Basic Link port

Port 4 Basic Link port

Port 5 Admin port,for administrator link use, default ip is 192.168.119.119.
Port 6 HA port,For High Availability function

Install introduction

There are 2 buiitn hard disks with havebeen formatted for access by the

host. First time ugsgthis machine;please use Ethernet cable to connect to the

5™ port on the host from a PC or NB which you use to configure the host. Since

the default IP of the host is 192.168.119.119, de itecessary to configure the

t/ 2NJb.Qa Lt & mbpHdmMcy PMMPPEEEL (KSY
starting to setup the network.

)¢



QLOUDPROORJSERMANUA

1-3. Network Environment setup

Internet Protocol Version 4

General

First, please connect to thé"Jort on the host from the administr i 2 NXQ &
computer, directly or through a switch. Then, change the IP address of the
FRYAYA&GONI 0§2NXQa O2 YLzl SNJ G2

as through Control Panet Network Link> LAN-> Content, (refer to Fig.
1-5).

You can get IP settings assigned automatically if your network suppaorts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(7 Obtain an IP address automatically
i@ Use the following IP address:

IP address: 192 168 . 119 , 2
Subnet mask: 255 ,255 ,255 . 0
Default gateway:

Obtain DMS server address automatically

i@ Use the following DMS server addresses:
Freferred DMS server: 1§28 .95 . 1 . 1

Alternate DMS server:

[] validate settings upon exit

|

[ Ok, ][ Cancel ]

P — — "4

Fig. 15

Start web browse(IE or Firefox), and key in the URL as

http://192.168.119.119 then the login page will show up.

yOS GUKS RSTFlLdzZ G FRYAYAAGNT
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http://192.168.119.119/
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User Name

I ]

Password

2

Google Apps Services I Domain Name

(W cruvocom ] 3

.

‘

Fig. 16

4. After successful Login, it will show up the Admin system setup page. There
are 2 parts on it, Menu section and Data setup sectlon

Quick Start | Network Setup | Config File Fm nware | Use gement | Net Management ystem Setting

Menu section

Basic Net Setup
T S o Dats setup sechion
Port2 192.168.1.79 [ 255.255.255.0 192.168.1.1
Port3
Portd
SelectNIC |[Port2 [+]
CloudProof IP
Subnet Mask
Gateway
Fig. 17

Menu Section

All of the function menu lists argere;they are designed as 2 layer menu.
Data setup Section

CKFI1Qa 6KSNB 6S O2yFAIdzNE (KS NBf

7
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5. Setup the basic network connectivity function: Network SeteBasic Net
Setup

(admin)Welcome Login
Basic Net Setup
Port P NetMask Gateway
Port2 192.168.1.79 255.255.255.0 192.168.1.1
Port3
Port4
SelectNIC |Port2 [+]
CloudProof IP
Subnet Mask
Gateway
Apply J

CloudProof v2.0 : A home far away from home.

Select NIC
Selectwhich port to setup foiservice Please use an additional cable to
connect this port to a switch)
CloudProof IP
Setup the IP address for providing the CloudProof service.
Stbnet Mask
Setup the subnet mask
Gateway
Setupthe Gateway IP.

Everyentryneeds6 S O2y FAIdzZNBERX |yR (GKSYy LINBaa a!

6. So far, in order to verify the configuration processes are right, we can
OKIy3aS (KS LINBOGA2dza I RYAYAAGNI 62N O2 YLX
LAN as configured in STEP 5, and then connect the computer to the
configured service port, starting web browser and keying in the URL as the
configured service IP, and then make sure if the CloudProof login page
shows up.
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Chapter 2. Account management

2-1. Google Apps Registration

Google Apps registration inclad2 parts to register your domain on Google and to
certify your domain using DNS. Then configure to store the registered domain related

information in CloudProof. And then open the mail service under the registered domain

on Google APPS, so now CloudProof camldegsynchronize with.

1. Register your Domain on Google APPS

[23AY

Google Apps Setup

| RYAY LJ 3S 3 -BOf5K 0w SEKNRICZNE AdyD 202  §

then the following page will show up.
DS register in GAS service

Please follow steps below to sign up for Google Apps

Register Domain on Google Apps

Set your Google Apps Domain on DNS system

\Verify your Google Apps Domain by Check Txt Record

GMail Setup

Domain Info

GMail Dual Deliver Setup Link to Google Apps Admin

Domain Name Admin Account Type

atop.com.tw kennylin | ... Business

Domain Name

Admin Account

Password

Fig. 21

. b2GA0S GKIOXZ AT @2dz KI @ARPSHifirstydEnketl i SNER 5
G2 LINBaa awSaAadSNI52YFAYy 2y D223tS 1ttt {
already have Google APPS Domain, please go to step 3 directly. Now, we assume
@2dz KI @Sy Qs a2 LIXSIHaAS LINBaa awS3IAadSNI 5
to the Domain registering page on Google APPI&tswv; here please follow
D223fS !tt{Qada NBIAAGSNAY3I aiGSLBAP
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RS 200 43 ; Sunkzere gy
Get slarted with Google Apps for free
Create vp 1o 50 CusTam UsCr 22CCUT: O, 2ot To0gic Mgz % Jushnzs
2 o Gk Sites .

l ot oo el B Licndfe @y Crvatn wvizabvy wnd gusp akia
AR - Gaaghe | Switeh to Geogle
m Googie Caleadar ha 0TI reumams. presaTist ons Appe
r:mzc SO 2Tk 390 hare st a0 spemshetts
rponl X
Compare with Google Apps for Business Learn more
00y ¢ Geogc App
Lo Dusims
Ui
crizst
Weesagl
resaging 3eps @ *
srsa arel Gacghe Camarle
Cellaburatay
abutaten epps & PR

@ Ay D223ftS !tt{Qa 52YFAYy NBfFIGSR AyTF2
SNAFe¢ G2 KSEtLI YIF]1S &dzZNPRSDamd.0S & a F dzt
Key in the Domain Name, Admin Account, Password, Type and TXT Record.

Refer to the following figure.

Domain Nam

3. S
a +

Fig. 23

Domain Name
Key in your registered Domain Name on Google APPS.
Admin Account
YSe Ay GKS 52YFAYyQa I RYAYAAUNF G2NXQa | C
Passwod
YSe Ay GKS tlaag2NR 2F GKS I RYAYA&UNT G
Type
Key in the Type of thBomain ¢urrent available options are Free,
Business and Other)
TXT Record
Key in the Domain certification string you provided on Google APPS.(This is
for CloudProof to &lp certify the Domain. If you make sure that the Domain
has been certified or that the certification string been lost, please directly key

10|
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Ay o/ f2ERANRZF a4 GKS NBLIX FOAY3I adNAYy3ID
Verify

P FGSNI LINBaaAy3d a! LILIX e¢ (2 idbuthd and 6 KS 52 YI
0KSY [/ f2dzRt NB2F gAftf dzaS (GKS adNAy3 &2dz
your registering Domain on Google APPS.

lff GKS SyYyuNARSa ySSR 06S O2yFAIdzZNBRIZ | Fi S
domain.

4. Mails Migration

As long as the registed Domain has been successfully certified by Google

ltt {2 GKS D223ftS !'tt{Qa alAf aSNWAOS 06SC
gFyiG @2dzNJ 2NRAIAAYILE 9YIFAET &ASNISNI NBYIAYAY
onetimecompletely transfer, then youth@S G KS OK2AOS G2 dzasS i
5SSt AQOSNE gl e&d 2SS LINPGARS | &AAYLX S (dzi2NA
MYFAf 5dzrf 5StAGBSNI {ShGdzLld G2 SyiadSN GKS
tutoring page;refer to the following figure Fig.-2. You have 2 choes to use

GKAA FdzyOlA2yd hyS A& &, 2dzNJ al Af { SNIBISNJ
ASNWSNJ G2 F2NBI NR YDok&iriDoah ald®. It S 1t t { Q&
20 KSNJ 2y S Aiathigichoice, thé DNS MX®Eillibé donfigured to

resolve toGoogle APPS directly, and mails will be forward to your original

Email server.

5

I FGSN) 82dz O2YLX SGS GKS O2y FAIdzNI GA2y X @
¢CKSY [/ f2dzRRt N22F gAff aSyR I GSadAy3a YIA
box which you regtered on Google APPS. So once you receive such a confirm

mail, then you can make sure you have configured your mail service

successfully.

2
t

Your Mail Server First

Create a domain alias on Google Apps.

WVerify the domain alias.

Set MX record to domain alias.

Set your mail server's mail forward to GMail.

GMail First
Set MX record to GMail directly.

Set GMail's mail forward to your mail server.

GMail First

Fig. 24

11|
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2-2. Account creation and modification

1. Account Creation
R Before create the account, pleasgake sure the Google APPS Domain

management configuration have been setup successfully, otherwise the

account could not be created. There are 2 ways to create accounts, one is
manually keying in, the other is importing from a csv format file. The menu
tem¥F2NJ I OO02dzyi ONBIF GA2y Aa a/ NBIFGSé¢ dzyRSH
manually keying in is referred to as following figure:

rk Setup | Config File | Firmware | User Management | Net Management | System

Fig. 25
91 OK SyiNEQa SELXIYylLiA2Yy Aad | a 0St26Y

Account* The account ido be created.

Group The Group which the account belantp.

Password* The passwrd for this account, at least éharacters.

Note:
' RYAYAAGNI G2NI YI e y20 1y2e¢ ff dzaSNRQ LI
Apps) or account server (i.e. LDAP), therefore, he/she can key 8 digitals
temporary passwordsrt. Once users login to CloudProof with their correct
passwords, CloudProof will check with Google Apps site or account server
and automatically update by the correct passwords.

12|
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Employee Na.Employee number of this user if any.

First namé : fist nameof this employee

Last namé: last name of this employee

Mail Quota*: The upper limit of the mail capacity of this account, unit at KB. For
example, 204800@re 2G.

File Quota* The upper limit of the file capacity of this account, unit as KB.

Note:

Enties marked with * must be filled in.

After completing the entries keying,f A O1 & I BRiewlp &ided 2 Y
I 002dzy i oAt aKz2g dzLJ Ay GKS 4!t GSNJ I O002d
configuration page.
G! f GSNJ | OO02dzy G a  Aawhére yaukcanzheckdewly chédn§ed LJ2 NI NEB
contentsNBE Ff SCRIRMY P NI GY2RATFEe | OlA2ya RAR 2y | (
LINS&da G(GKS aGal @S¢ odzid2y I &eanbé &xkcitedlISNY Iy Sy i
Ly a! ftGSNIIFOO2dzyia fAalkethddcawinSDbeODKS O] GKS
I RRSRX IyR (GKSy LINKaa GKS a{l @S¢ odzitzy &z
done on the accounts. This process will cause a period of waiting time, referred as
the following figure.

Alter accounts list

]

Account Group Password Employee No. | First name Last name Mail Quota File Quota

|

cloudproof user 23242249 icloud proof 2048000 2043000

(sae ] [ Dol

CloudProof: A home far away from home.
Fig. 26

Accounts which have been succedsfaldded will show in the User Management

[A&d0 dlofSad ! O02dzyia FFHAESR 2 6S [ RRSR 6A

under User Management Create menu item, and failed reasons also be

displayed.

The other way to add accounts is througls dermat file importing. On the account

entry page opened through User Managemet / NBI 4SS LINBaa aFAfS
G2 asStSOG 2y (GKS t20Ff Kzad GKS O0ag@ FA{S
to start importing the accounts.

13|
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CSV format malpok like as below:

username first namelast name password
ckhero Ck Hero 1234567¢
jeanmaka Jean maka 1234567¢
kawasaki  Kawasaki Misu 1234567¢

markchu Mark Chu 1234567¢
jerrywu Jerry Wu 1234567¢
paulyang  Paul Yang 1234567¢
The outcome of the impoity 3 gAff aK2g Ay GKS a! ft G§SNJ I OC
OKSOl GKS I 002dzyia G2 6S FRRSRX IyR GKSy L

action.

2. Accounts maintain
The way we modify an account is through User Managerehist menu item, in
theUSNJ [ AaldAy3a GFofSs aStSOG GKS | 002dzyid G2

User Listting

344 o 2011-06-29 16:31:05|Modify|Delets
544 858877983  [011-06-22 09:24:20|ModifyDeletel
344 6284 2011-04-10 23:13:33Modify|Delete
1417956 638051457  [2011-06-29 16:41:33|Modify|Deletel
98732 24602487  [2011-06-29 16:41:36|ModifyDeletel
11687632 1905160329 [2011-06-29 17:21:44|Modify|Deletel
285304 125781213 [2011-06-29 16:40:35|Modify|Delete|
2797240 1304652972 [2011-06-29 17:22:04]Modify|Delete
2797240 115158283  [2011-05-27 00:25:59|ModifyDeletel
2797240 0 2011-05-24 02:15:39|Modify|Delete
1969-12-31 16:00-:00Madify|Delste
2797240 0 1969-12-31 16:00:00Modify|Delete
19440 7985539 2011-06-29 17:03:16Madify|Delete] -

Fig. 27
t NBadAy3d Gaz2RATE&e GA
SIOK AGSY KIa AdGa 02
Keyintts yS¢ @I fdz2S Ay 0
GKA& | O02dzyi é6Afft 6S IRRSR (2 |yR NBTfSOi

14|
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cloudstation

e | Modify

- || Modiy]

|| Modiy]

2500000 | Modify

3000000 [ Modify

Fig. 28

Referredto Fig. > Ay a! ft GSNJ I OO02dzyda tAadé GlFofS=:
accountstol Y2 RAFASRI | yR (KSsothatmBgednangKS a{ | S

modification actionwill be done on the accounts. Accounts which have been

successfully modified will reflect ineHJser Managemenre List table Accounts

failed to be modified willremay Ay GKS a! €t GSNJ | OO02dzyia f Aai
reasons be displayed.

Fig. 29

15|
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3. Delete Account

The way we delete an account is through User Managenehtst menu item, in

GKS ' ASNI[AaGAY3 GlFofSs aStSOd (xKS | 002 dzy i
ReferredtoFig.2 @ t NBaa a/ 2y FANXYE odzidz2ys GKSyYy (K]
G! €t GSNJ | O02dzyila ftAaGED

Referredto Fig. 80> Ay G! €t GSNJ | OO2dzyia tAadé GlFrofS
I 002dzyta G2 0SS RSt SiGSRIn doyhkthégerdghertINE aa
delete actionwill be done on the accounts. Accounts which have been successfully

deleted will reflect in the User ManagementList table Accounts failed to be

RSt SGSR gAff NBYIFAY Ay (GKSeaddndbéSNIJ I OO02dzy i a
displayed.

s
K S

16|
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2-3. Account synchronization

Account synchronization is to maintain a synchronized copy between Google APPS
and CloudProof, currently this function only supports Google APPS for Business,
Google APPS for Education and Google APPS forn@ear.

1. Google APPS setup

CNEY D223fS !tt{
aSiaAy3a YSde Ad
to as the following figure.

Gouglc apps [ Search accounts | [ Search Help Center |

oot orontana sors | Graps—|voman s | savncostoos | sy | Swpor | soumgs | ]

Domain settings

Fyt3asy Sy" 5>U%er Ay LI 3S3
KSO1 (K

Qa i
SYy: (') S 9yl ofS LINRC

General Account information Domain names User settings Appearance

Contact Sharing

9 Enable contact sharing
Automatically share contacts within _k&#i3£8%{5355FF 22 8. Contactinformation will not be shared outside _t&REZR5ERA . Learn more

Choose which user email addresses should be visible to other users:
9@ show all email addresses
Hide nicknames
_) Hide the primary email address if the user has a nickname

_/ Disable contact sharing
Do not automatically enable contacts to be shared within &% {5353FFX 7. Learn more

Enable provisioning API

[¥| Enable provisioning API
The Provisioning APl allows you to programmatically manage user

ounts and synchronize your Google Apps user base with your own use
English only. Learn more

Sign-in page  Setup single sign-on (SSO)
SAML-based Single Sign-On (SSO) service allows you to authenticate user accounts for web based applications (like Gmail or Calendar). For des
to Gmail}, your users must continue to sign in directly with their Google Apps username and password. Learn more

Fig. 210

2. CloudProof setup

After loginCloudProof management page, through User Managemeiync

Account, referred as Fig@mz / 2Y FANY (GKS ddzaSNJ | OO02dzyid a
start the synchronous process, referred as FHfj22Then it will bring up a Progress

Bar window to show the ongognprocess status as how many percentages

completed, referred as Fig-o @ ! FUSNJ 0 KS LINRPOS&aa O2YLX Si
A8YOKNRYy2dzaé¢ 6AYR2g gAff AYyTF2NY GKS &dz00S
window, referred as Fig-24. Now go to User Managemie-> List, referred as Fig.

2-15, you will see the accounts have been synchronized from Google APPS.

Accounts synchronized from Google APPS need to login CloudProof to setup

synchronous related configuration.

S
a

17|
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Network Setup Config File Firmware User Management Net Management m Setting Diagnostics Google Apps

List Create \ Sync Account

Basic Net Setup|

ki |
Port3 192.168.1. 255.255.255.0 192.168.1.1
SelectNIC  |Port2 [¥ ]

CloudProof IP | I I

Subnet Mask | I Il I

([ Aoy [ SaveTemp |

User Account Synchronous

his function will take much more time and can't be stopped!
For avoiding unexpected risk, please do not navigate away from this page.

Fig. 212

User Account Synchronous

ynchronous is success! Now can click button to exit this page.

Exit

18]
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Network Setup Config File Firm User Management Net Management

List Create Sync Account |

I User Listting

=

ladmin

pPyato

Technologies

System Setting Diagnost

cloudstation fuser cloudstation|

user Test

user 59328

21689893

user ohn 2663860

695533059

user Kenny 66240

20703084

user Kiffen 658288

317046807

user Mark 102680

35942931

user Max 52428

19745273

Sabrina 576572

185009499

user Adam 31472

15847928

user l@#ﬁ 31472

54909236

P

19]
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Chapter 3. User Interface

3-1. Login Page

From CloudProof login page, user can not only login CloulProof, but also login the
remote cloud platform (by Google APBS8yper link), please referring to section 2.

1.

Login CloudProof from login page

Usng following steps to login CloudProof:

Referring to the following figure, in the entry encircled by a red block and
YEN]JSR gAGK I NBR RAIAG améx YSe Ay @2dzNJ
Referring to the following figure, in the entry encircled by a red block and
markedwithhr  NBR RAIAG GHES YS@ Ay @2dzNJ LJ aag2
Referring to the following figure, in the entry encircled by a red block and
YEN]SR gAGK I NBR RAIAG doéx YSe Ay &2dzNJ
Referring to the following figure, in the entry encircled by a red block and

markedwithaNBER RAJIA G aGnéx LINBaa (G2 f23Ay [ f2dz

Beatop

User Name

: 1
: > Paslsword I
Clovd-roof |

~

Google Apps Services I Domain Name

w

(‘)) I churwd.com BI

:

Fig. 31

2. Login Google APPS by using hyper links from Cloud Ptea$ have some

notices before using this way:

By using this way, users will be redirected to the Domain belonging to Google

20|



pRatop
QLoudPROORJSERMANUA Technologies

APPS.

. Under netwak outage condition, users will be redirected to CloudProof itself,
so that users can still use services.

. Ifitis enabling Single Sign On function on Google AP&®@n the
authenticationprocess will be linked to the Single Sign On authentication site
in the company.

Please begin with the following steps:
Move the mouse to the red block in the following figure;
Google APPS menu item will open automatically.

5

©
peatop
User Name
%
Password
Google Apps Services Domain Name
&W) churwd.com B

Fig. 32

. You can press the correspondent Google APPS hyper link according to the
extended mem items in the following figure.

21|
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User Name
Password

Domain Name

churwd.com El

GMail 1
Project Site 2
Docs 3
Calendar 4

Google

Google calendar

Fig. 33

After users login
After the registering authentication process, users in ordinary identity will
enter this page.

grahtgop My CloudProof Info

Web Mail Account remirre
Group user
Web File Manager Employee No.
| Settings | Local Mail Quota Byt_es
Local Mail Usage 20728Bytes
Edit Profile .
Local File Quota Bytes
’L'ﬂom—‘ Local File Usage 32Bytes
Remote File Quota S5600MB
—
Remote File Usage 7878358Bytes

Remote Last Login Time 2011—06—2-7 16:02:26

Web Mail | Web File Manager | Seftings | Edit Profile | Logout

Fig. 34
¢CKA& LI 3IS AyOfdzRS&a w LI NIasz dzaSNRa AyF2
BrowsingF dzy Ol A2y ® wSR RAIAG damé YR doé | NF
Ad dzZaSNXRA AYTF2NNIGA2Y D
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Eeatop

peatop

My CloudProof Info

Web Mail R
Group user
Web File Manager Employee No.
|Seﬁmga | Local Mail Quota Byl_es
- - Local Mail Usage 20728Bytes
Edit Profile -
Local File Quota Bytes
Local Fle Usage T25yes
Remote File Quota 25600MB
—
1 Remote File Usage 7878358Bytes
—
Remote Last Login Time 2011-06-27 16:02:26

Web Mail | Web File Manager | Seftings | Edit Profile | Logout

Fig. 35
Pressingthere® y OA NOf SR Ke LISNJ f Ay ]
alAfée LI IS

&atop My CloudProof Info
Web Mail facount el
Group user
Web File Manager Employee No.
|Set‘lmgs | Local Mail Quota Byt_es
Local Mai Usage 20728Bytes
Local File Quota Bytes
Logout Local File Usage 32Bytes
Remote File Quota 25600ME
s e e 76703500y tes
T s e T 2011-06-27 16.02.26

| Web Mail || Web File Manager | Sefiings | Edit Profile | Logout

Pressing the re@ncircledhyper link in following figure wiil

CAt S

al yI 3SNE¥ LJI 3So

23|
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&Ta.,tpp My CloudProof Info

Web Mail

Web File Manager

Settings

Edit Profile

My Personal Picture

25600MB
—
7878358Bytes
—
2011-06-27 16:02.26

Fig. 36
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Pressing the reéncircledK @ LISNJ f Ayl Ay F2ff2¢gAy3 FAIdzN
page.
&Tahto p My CloudProof Info

Account
Group

Web File Manager Employee No.

Settings Local Mail Quota Byl_es

- - Local Mail Usage 20728Bytes

Edit Profile -
Local File Quota Bytes

Logout Local File Usage 32Bytes
Remote File Quota 25600MB
Remote File Usage ?-B?ESBBByles

Remote Last Login Time 2011—0&2-? 16:02:26

Web Mail | Web File Manager || Edit Profile | Logout

Fig. 37

The main settings this page provides are Mail and File related synchronous
setting details.

Synchronization Setting
(GMail Sync time (minutes) QFF

GDoc Sync time (minutes) QFF

GContact Sync on. . [7]

File sync fo cloudproof{ Download )settings

- S '/ O vord 972003 o) B
S ' o poverpoin: 772003 (o) B
- S ' i E>ce1 572003 ) ~

File sync fo Google Docs( Upload )Settings
Convert to google Docs format? jon

Manual Synchronous for File and Mail Contact Mail Contact Sync.

Fig. 38
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Pyato

Technologies

P

drop-down listmenu indicate how lonthe period between the synchronous
processess.

Synchronization Setting

CKS F2ft26Ay3 FTAIAINBE A a

|GMa\I Sync time (minutes)

GDoc Sync time (minutes)

(GContact Sync

File sync to cloudproof( Download )settings

MS Office word 97/2003 (.doc)
MS office powerpoint 97/2003 ( ppt)
MS office Excel 97/2003 (xIs)

File sync to Google Docs( Upload )Settings
Convert to google Docs format? on.  [+]
Manual Synchronous for File and Mail Contact

Fig. 39

0 Ktémsinghé G A y 33

drop-down listmenu indicate how longhe period between the synchronous
proceses is

Synchronization Setting
(GMail Sync time (minutes)

ync time (minutes)
GContact Sync

File sync fo cloudproof( Download )settings

MS Office word 97/2003 (.doc)
MS office powerpoint 97/2003 (.ppt)
MS office Excel 97/2003 (.xIs)

File sync to Google Docs( Upload )Settings

Convert to google Docs format? on [+
Manual Synchronous for File and Mail Contact Mail Contact Sync.

Fig. 310
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The following figure is the settings for MAil2 y (i by@xtiréhaus time, items in
the drop-down listmenu indicate how lonthe period between the synchronous
proceses is

Synchronization Setting
(GMail Sync time (minutes)

IGDoc Sync time (minutes)
GContact Sync

MS Office word 97/2003 (_doc)

MS office powerpoint 97/2003 (_.ppt)

Spreadsheets MS office Excel 97/2003 ( xIs)

File sync to Google Docs( Upload )Settings
Convert to google Docs format? on.  [+]
Manual Synchronous for File and Mail Contact Mail Contact Sync.

Fig. 311
The following figure is the settings of formainversionf 2 NJ 4G KS TFTAf SQa aeéey

download, items in thelrop-down listmenu indicate the optional formats for
5 2 O dzY Soyvérsicn

Synchronization Setting

GMail Sync time (minutes) o [+]
GDoc Sync time (minutes) jorF[5]

IGContact Sync

File sync to cloudproof( Download )settings

uocuments MS Office word 97/2003 (_doc) [+]
[} ]

MS Office word 97/2003 { doc’
FIE=8uE e { Chrome html Document (-html)

Spreadsheets openDocument Text (_odt)
= — { POF ( pdi)
File sync to Google Docs{ Upload )Settings PNG (png)
Convert to google Docs format? | Rich Text format (rtf)
IManual Synchronous for File and Mail Contact Mail Contact Sync. Zipped (zip)

Fig. 312
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The following figure is the settings of formainversionf 2 NJ 4G KS TFTAf SQa aeéey
download, items in thelrop-down listmenu indicate the optional formats for
t NB a Sy dohvéraichy Q&

Synchronization Setting
(GMail Sync ime (minutes)
IGDoc Sync time (minutes)

IGContact Sync

File sync to cloudproof( Download )settings

Documents MS Office word 97/2003 [ dec)

Presentations MS office powerpoint 97/2003 (

Spreadsheets " MS office powerpoint 97/2003 (

File sync to Google Docs( Upload )Settings (png)
L[ Shockw: Flash Object
Convert to google Docs format? ngicﬁle‘:’(":d) as! ject (swf)

Manual Synchronous for File and Mail Contact Mail Contact Sync.

Fig. 313

The followng figure is the settings of formabnversionf 2 NJ 4G KS TFTAf SQa aeéey
download, items in thelrop-down listmenu indicate the optional formats for
{ LINB I RéorvE&Son Q&

Synchronization Setting
GMail Sync time (minutes) ok [+]
GContact Sync on 5]
‘F\Ie sync to cloudproof( Download )settings

Presentations MS office powerpoint 37/2003 ( ppt)
Spreadsheets MS office Excel 97/2003 ( xIs) B3

* MS office Excel 97/2003 ( xls)
i MS office Excel common Separated values File 97/2003 (.csv)

File sync fo Google Docs( Upload )Settings

Convert to google Docs format? PDF {pdf)
= — L openDocument spreadsheats (.ods)
Manual Synchronous for File and Mail Contact Mail Contact Sync. TSV(tsv)
b chrome Html Document (_html

Fig. 314
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The following figure is the settings of fortr@onversionf 2 NJ 40 KS / f 2 dzRt N2 2 ¥
synchronous upload, options in tligop-down listY Sy dz A Yy RAOrmatS A F FAf
isconverlSR (2 D223fSQa FTAE{S FT2NNI (@

Synchronization Setting
(GMail Sync time (minutes)

GDoc Sync time (minutes)
GCi ct Sync
File sync to cloudproof{ Download )settings

Spreadsheets MS office Excel 97/2003 ( xIs)

File sync to Google Docs( Upload )Settings
e ——————

Convert to google Docs format? on  [~]
Manual Synchronous for File and Mail Contact Mail Contact Sync. File Sync.

Fig. 315

7 A

¢CKS F2ff2¢gAy3 FAIAdINE Aa (GKS FAylLFf O2y FANNA

Synchronization Setting

GContact Sync on [+

File sync to cloudproof{ Download )settings

M Oficevord 72083 (o)

VS offce poverpon 37200 (1)
VS offe Excel 372003 ()
Manual Synchronous for File and Mail Contact

——

Fig. 316
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The following figure is the setting that pressing the function button can manually
start synchronizing File and Mail Contacts with Google.

Synchronization Setting

GMail Sync time (minutes) oFF  [~]

GDoc Sync time (minutes) oFF <]

GContact Sync jon~~ [+]

File sync to cloudproof{ Download )settings

. S ' o ovrpoin: 772003 (o) 5
- S ' o E>cs1 972003 i) 5

File sync to Google Docs( Upload )Settings
jon [

Convert to google Docs format?

S —————
Manual Synchronous for File and Mail Contact Mail Contact Syne. File Sync.
L R R R I M

Cancel

Fig. 317

Pressingthere® y OA NOf SR KeLISNI ft Ayla 620K OF Yy

Beatop

. - Account
Web Mai
Group
Web File Manager Employee No.
Settings Local Mail Quota By’l_es
- - Local Mail Usage 20728Bytes
Edit Profile I -
Local File Quota Bytes
Logout Local File Usage 32Bytes

—
25600MB
—
7878358Bytes
—
2011-06-27 16:02:26

Remote File Quota
Remote File Usage
Remote Last Login Time

Web Mail | Web File Manager | Seftings || Edit Profile || Logout

Fig. 318
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Uses can modify personal information in the following page.

Edit My Profile
Last Name

First Name

Nick Name

Other Name

Gender ®Female

Phone

Address

Save Cancel

Fig. 319
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3-2. Mail function

One of the mairfunctions/ f 2 dzRt N2 2F LINPOPARSA A& GKS YIAf Qa
As long as new mails arrive at Google APPS, CloudProof will periodicgltheopto

the local mail server. Once the Gmail service become unavailable, the mail server on

CloudProof can provide mail access including the last backup from Google APPS before

GKS DYIFAfQa aSNIBAOS o0 S SwWebrajirte@dcaidalsd f S® Ly [/ f 2
provided, through which users can read and serddts.

In following sections, it will be described in detail of CloudP?o&f 0 Y | opefafiba

and configuration.

1. { SGiGAy3a 2F GKS GAYS LISNA2R 0S0Gs6SSy YIAfaQ
After logininto CldzZRt NB2F>X Ay (GKS dzaSNXRa LISNBRZ2YIlt LI
odzid2y 2NJ GKS 02002Y aaSGiAymeE KeLISNI fAy]
¢CKS SyGaNEB F2N GKS aDY! adbéwn {isBitgn® théiopth6rsso Y A y dzii S a
are OFF, 10, 30, 60, 180, 360, a2d 1440, 8 of them, which are the optional time
period for setting. After completing all of the setting items, pressing the bottom left
G{l @S¢ odzit2ys (GKS aSdidaay3aa gratft 0SS NBO2NR
2 KSy (KS dza SNJ yeSEG ¢f A2YaSéy aSy GaNBY [ ghAft f{ a K26
the time period.

Synchronizoi =
<@l GMail Sync time (minutes)
GDoc Sync time (minutes)

GContact Sync time (minutes) On [+
File sync to cloudproof

M Offce word 97200 )
M oficepoverpin 72003 (500
Spreadsheets MS office Excel 97/2003 (xls)

File sync to Google Docs

‘ l

Convert to google Docs format? [v]

Save Cancel

]

Fig. 320

2. Web Mail main page
' FAGSNI £ 23Ay AyG2 [/ f2dzZRt N22FX Ay (KS dza SNQa
al Afé¢ odzit2y 2NJ GKS 0602002Y G2 Sowhiah Af ¢ K& LIS
shows the Mail interface, referred as Fig2B.

32|



A~ e~ M A L A L .
-_— e PSS
‘/\ A hitp: mailsindexph = /= | - 3 A PR
@ =) ‘ @ hitp;//192.168.1.79/mail/index.php P-BROX H (2 CloudProof (2 Atmail Open - ctjia.. % | ‘ okt
| ? List Mails Open Mail Compose Search Email Addresses Folders &
'IJ 0 Subject Da Size
y = 1] i i m.tw>  deadline for User Manual Today 5:14 PM 82K
V= 1] "KennyLin(Atop)” <kennylin@atop.com.tw>  Re: #FiF# (kennylin@atop.com.tw) Today 4:27 PM 1.7 M8
‘7:\{;‘ “NikiYen(Atop)" tw> Today 4:01 PM 194K
L SafeNet Taiwan <email@e.safenet-inc.com> BREERFERAGR Today 12:05 PM 194K
U} “PennyChi: B XE-MAIL 3&1E¥ S —Chapter 1 Today 9:24 AM 245K
Weislly [E1: an issue on the GUI, and other issu Today 4:25 AM 50K
< Inbox (112) (=] "GraceC comtw> HWESNBIRMRESE Wed 6:24 PH 165K
— GraceCheng <gracecheng@eip.atop.com.t..  [A&#] FilH k| & Wed 6:05 PM 200K
3 Trash (= John Peng <johnpeng@cioudproof. com.tw> Fued: BAEEF Gmail Wed 4:46 PM 79K
0 "PennyChi Re: BRI X E-MAIL 3R1E$43E —Chapter 1 Wed 10:18 AM 264K
57 sent [} "PennyChi: REFIMLXE-MAIL 35 1E$4 3% —Chapter 1 Wed 9:42 AM 259K
- @ [ John Peng <johnpeng@atop.com.tw> an issue on the GUI, and other issues on bug report sy... Tue 10:02 PM 746K
577 orats U [ Tiffany <tiffanychan@atop.com.tw> EeEERNE Tue 11:28 AM 204K |7
(= cloudstation@atop.tw [Ver.1.2 - Bug #41] (Resolved) do not receive mails in test acc... Tue 11:23 AW 41K
&3 spam (= cloudstation@atop.tw [Ver.1.2 - Bug #41] (New) do not receive mails in test account Tue 11:03 AW 36K
o [ iohnpeng@atop.com.tw ERFEM (ctiang@atop.com.tw) Tue 10:43 AM 70K
BRIES (= iohnpeng@atop.com.tw MS-ServerEi@ F V1.2 45K] pdf (ctjang@atop.co Tue 10:38 AW 74K
[ iohnpeng@atop.com.tw 2.0 release final work (ctjang@atop.com.tw) Tue 10:35 AW 67K
ity ) (=) "PennyCl " comt. BB E-MAIL 3&{E$1 3 —Chapter 1 Tue 9:07 AM 240K
(Atop)’ m.tw> ERBAS Mon 6:52 PM 170.0 K
] “NikiYen(Atop)" <nikiyen@atop.com.tw> BEBAE-TANEAT Mon 12:03 PM 208K
John Peng <johnpeng@atop.com.tw> Fwd: Fw: New Look for Google Apps Mon 10:00 AM 29K
(CmailyLERHE 0 [ "PennyC i RSP XE-MAIL 38164438 —Chapter 1 Mon 9:27 AM 234K
(0 “WeisllyYang(Atop)" <weislyyang@atop.comtw>  [EI7E: ini parser sample code Fri 2:28PM 41K
(GmaiVEmEst [ "Nikiven(Atop)" com.tw> HEMRRE R Fri10:32 AM 174K <
Viewing 1 to 25 of 350 Mess Page 1 v &
<« »

Fig. 321

There are 4 sections in the mail interface, which are quick link buttons at the upper
left, function list at the top, mail directory list at the left and mail list in the middle,
respectively.

Quick linkg included are Compose Mail (Compose new mail), List Mail (List mails
in the current directory), Settings (Personal mail function configuration) and
Search Email (Search Mails) icons, designed as icon hyper link.

Function lis; Included are LtsMail, Open Mail (Open the selected mail),
Compose, Search Email, Addressed (Contact), and Folders (mail directory
configuration) hyper links, designed as text hyper link.

Mail directory list¢ Mail directory can be personally categorized. A common mail
server will provide 5 directories, which are Inbox, Trash, Sent, Drafts and Spam. At
Gamil, in addition to the 5 directories, there has been added All, Starred &with
star mark), Other, Advanced and Priority. If it is the currently opened directory, the
character type will be turned to boliype; by its side also showed is the number

of the unopened mails.

Mail list¢ Lists all mails in the current selected directory. When there are too
many mails, press the badétrward button at the bottom right corneor the
drop-down list menu for selecting subpage to choose which subpage to browse.
For switching between different directories, press the correspondent directory
hyperlink at the left mail directory list, then the mails belonging to it will be loaded
to the list. Mails not been opened will be displayed as bold type on the list, whilst
mails been opened will be displayed as general type, and with an opened icon in
front of the line. To manually change the statndicatingit been opened or not,
move the mause to the selected mail, clicking the right mouse button to show the
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qguick menu, within which there are futions to mark the mail as reaat notread,

GKSYy OK22aAy3d 2yS G2 OKFy3aS G(GKS YIFAfQa

3.hLISy GKS YFIAftQa YAy LI 3S
There are 2 way® open the mails: one is to click the mouse left button twice on

GKS dGFNBSGO YIFIAfT Ay (GKS YIAf ftAadzr GKSyY

other one is to click the mouse left button once on the target mail in the mail list,

lj

a

w

[N

KS

thenthe selectedmaf gAff 0SS KAIKEfAIKGSR a4 NBISNES

E=SIER X

— - . A
ol @ hiip://192.168.1.79/mail/index.php P - B & X | A cloudproof (2 Atmail Open - ctjia...
-/ s S pen - ctj
@ List Mails Open Mail Compose Search Email Addresses Folders =
. ’3 From: John Peng =johnpeng@cloudproof.com.tw> Sent: Wed 6/07/11 4:46 PM
-~
To: cfiang@atop.com.w Priority: Normal
=] Subject: Fwd: B Gmail Type: Embeded HTHLText
-
——— S
i+ ¢ Gmail sl <mail-noreply@google.com>
X, BacktoInbox B : 20116 17TATF558
- 5 BHAER Cmail
Ui+ : John Peng <jchnpeng@cloudproot.com.iws>
3 Reply
& Reply Al 4 B = AR
Gmail MARTTRE 7 120E 4 BEETEE  DERTETRT - E
=1 Forwara 1. HEFENAAME
BT EMIFREN  — R LI AR W E RS T LB RN TR TE RS PRI -
< Delete
2. HES R SR I R,
Address Book AL E R Gmail PETTRIEHEN BT LR AR RET & ThiE A s -
3. EREI{LER
= Print EHIANTEE » BEEAS B BEAOER  BULA—Ee T LTSS -

E Block Sender

C1  view Headers

B Next
Cindy Marshall > 1 4 ﬂ‘ﬁmﬁ'ﬁ " L =
(2 Previous ] [ ol S R S ELR o SIPFTHR [19RE) —ER s it 5RO i
it What do you say. RobiE*" -
4 m 2
Fig. 322

Ly GKS YFAEfQ&a YIFAYy LI 3ISs 2y GKS (2L Aa
scroll barin case a mail is too long to be limited in adized frame, on the left is the
mail function list, with each of which indicates one function can be used here.

Back tog Back to the mail list page according to the current mail directory.
Replyc Reply b the sender, and switch to the composing new mail page.
Reply ALK Reply all, including sender and receivers, and switch to the
composing new mail page.

Forwardg Forward mail, and switch to the composing new mail page.
Delete¢ Delete mail.

Address Book Add the sender to the contacts.

Print¢ Print mail.

Block Sendeg Block the Sender from receiving mails from.
Viewheaderg5 A & LJX &8 GKS 2NAIAYIE YIAfQa

5

5

5

al Afé KRLISNIfAY]l 2y (GKS (2L) FdzyOliA2y YSydz
— R — 1

GdKS
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Next¢ Display the next mail.
. Previous; display the previous mail.
Composing mail main pge
There are 4 function items through which to bring users to the composing mail page,
they are Compose, Reply, Reply ALL and Forward. For the page arrangement, on the
G2L) 2F GKS YIFIAY LI 3IS Aa GKS KSIFRSNI 4aS0Oi0Az2y
GDé> G{dzo2SOGé> YR atNA2NRGeeéx SGOd 0O2f dzYy
composing section. The mail editor provided by CloudProof provides HTML and
UTF8 encoding, so that it adapts to all languages provided by the internet browser.
The page detailare referred as Fig.-33.

B SIS S e e
e . \‘g http://192.168.1.79/mail/index.php ol | (VB4 H @CloudProof J@A{mail Open - ctjia... )UV-D __ ‘*':7’
BEER HEOH BRN HFOFREQ IED HEH

-

List Mails Open Mail Compose Search Email Addresses Folders
From:  cliiang@atop com tw - Date: FriJul 8 15:16
To: John Peng <johnpeng@cloudproof.com tw> Editor: Text/HTML
ce: Priority:  Normal -

Subject: Re: Fwd: BEAAER Gmail

-
=
N
=
Tii
il
i

[2 senamai e -]l E RiE

L Backto Inbox
On Wed 6/07/11 4:45 PM , John Peng <johnpeng@cloudproof.com.tw= wrote

8 AddRedipients
@8 rdsdnce Lo
4% ¢ Gmail MH <mailnoreply@google.com»
BHA: 2011E6A 1T FF558
(7 speicneck 5 ¢ BkEER Gmail
U2 ¢ John Peng <johnpeng@cloudproof.com.tw=

ﬂ[l] Attachments

& EF T R
I_ﬂ] Save Msg Gmail IMTEF TR 7 32E 4 EERAER - RERTETHRF -
1. A |
T PSR - — T, 1~ T I o] LR IS ThRE T [FR &)
2. B
< b
#®100% ~

In the composing mail tool list on the left of the page, there are 7 functions
provided:

Send Maik Send mail.

Back to¢Back to the mail list page according to the current mail directory.
Add Recipientg Bring up aialog window, referred as Fig-23l, through
which to add recipients into TO, Cc, BCC columns from existing contacts.

5

5

5
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‘= Add Emails from Address Book - Windows Internet Explorer == X
@ http://192.168.1.79/mail/abook php?func=composebook&emailto=johnpeng@ &
Add Recipients
Select which users to append into the To, Cc and Bcc fields. Select users from the
Personal, Shared or Global address-book below
Personal hd [A-::Id Recipients] ’ Cancel
\! " <CTJlang@gmai.com: \! ctjiang@atop.com.tw
To: \! johnpeng@cloudproof.com.
Cc:
Bce:
b T EE—
Fig.324

Add BCE Add a BCC column into the mail header, referred as F2§. 3

Ce: Priority:  Normal -

Subject: Re: Fwd: BB4A(ER Gmail

Fig.325

Spell Check Do English spell check fdret composed mail content. While

launching, the mail content will be entrenched within a red block. Any word

not included in the dictionary will be indicated as red color character type and
underscored. Click the right mouse button will bring up a quickum@&he first

part of the menu is the word which is suggested for replacing. By choosing it,

will the red colortyped word be replace by this word. Now, there will only
NEYFAY 2yS AGSYZ awSadzyS 9RAGAYIEST AY
will go back to the mail composing page. For every checked word, no matter

been modified or not, would never change to red color type again should we

36|
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LINBaad GKS a{ LISttt /KSO1¢ odzidizy 2y 0S Y2NB
correct. The second partofthemeriui ¢! RR 22NR (2 5A00A2Yy I NI
addtheredO2f 2 NBR ¢2NR (2 (KS aLlSttf OKSOl RAO
which will make the problematic word to be enclosed with a red block, and
dza SNA OFy RANBOGtE SRAG BAORAVAYES® ULEGSR
back to mail composing page.

Fig.326

Attachmentsc Add attachments to the mail
Save Msg, Stop composing mail and go back to the current mail directory
fAade ¢KS YIAf 2dzad O2YLR2aSR gAff oS al

5

5. Delete Mail
There are 3 ways to delete mails: First, in the opened mail page, press delete button.
{ SO2yRx aStSOGAy3a GKS YIFIAf 4l yd RSESGISR TN
directory. Third, move the mouse to the mail want deleted from the mail listkiolg
Y2dzaS NARIKG odzidz2y G2 aK2g¢g GKS 1jdzai O1 YSydz
menu.

6. Search mail
¢CKS 0S3IAY LRAYG F2N aSFENODKAY3I YIAf A& FNRY
icons list or in the top function list. When pressing on¢hefse2 items, it will bring
out an additional searching tool list in the top of the mail list, referred as FiF. 3o
dzaS GUKS I ROIYyOSR aSINODK FdzyOliAz2ys>s LINBaa (K
outcome referred as Fig-28.
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