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Revision history 

 

 

 

Ed. 1.7.1 First official version 

Ed. 2.0 Added SMSC number setting 

Ed 2.1 Added the Reset Button function and Update of 

the Web Configuration Pages  

 

Ed 2.2 Added a new SMS command, Password 

Management and OpenVPN service 

Ed. 2.3 Modified Alive Ping function 

Ed. 2.4 Added Roaming Connections option, Time 

Synchronization option, System Watchdog 

control, SMS Master Password option.,  

Ed. 2.5  Server default settings, OpenVPN status note, 

PPP autodisconnection, OpenVPN IP 

forwarding 

Ed. 2.6 Renamed User manual instead of Application 

Manual 

Ed. 2.7 Changed the NTP server synchronization time; 

added the UTC Time 
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Introduction 

 

The scope of this document is to describe  the  functions and the interface configurations available for 

the router R963.  

 

 

External look 

 

In this paragraph you find some pictures of the module with the description of the the case of the 

router R963. 

 

 

 

 

From the left: 

¶ Anternna Connector 

¶ SIM Holder hole 

¶ USB Host Connector 
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From the left: 

¶ LAN RJ45 Connector 

¶ RS232 RJ11 Connector 

¶ Power Supply Microfit Connector 

 

 

From the left: 

 

¶ Hole for flat cable to connect LCD and touchscreen 

¶ 3 signal color leds 

¶ Plughole to press the reset/restore button. Not all the R963 devices have this button equipped.  
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Power Supply Connector 

 

Pinout of the power supply microfit connector. 

 

 

 

 

Supplied Performances 

 

The services supplied by the Router R963 are: 

 

¶ Local LAN . 

¶ DHCP Server. 

¶ IP connectivity via UMTS/GPRS. 

¶ Select  GSM or WCDMA mode. 

¶ Roaming connections 

¶ NAT Service for data output of the clients connected to the local LAN . 
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¶ Firewall Protection on the  IP data input and output. 

¶ Forwarding of IP input packets to the local clients  

¶ Time Syncronization 

¶ Watchdog 

¶ Alive Ping to verify the status of the wireless connection. 

¶ Dyndns service to get the own IP address when the LAN connection is realised. 

¶ OpenVPN 

¶ A parser that analyzes incoming SMS commands to handle the IP connection and to get status 

informations.  Not available on the model R963ȤM26. 

¶ A parser that analyzes incoming packet commands received via UDP on Local LAN on a 

programmable port. 

¶ DMZ Host 

¶ Password Management 

 

 

Local LAN  

 

The module is equipped with a RJ45 connector to connect a LAN Ethernet 10/100Mb cable. 

By default, the module answers at the address: 192.168.0.1/255.255.255.0. 

Only the R963 devices equipped with the reset button have the possibility to change the IP address of 

the LAN interface. 

 

 

DHCP Server 

 

On the local LAN it is possibile to activate the DHCP server service to assign to the local clients the IP 

address, gateway and DNS. 

The refresh time of the address is 120 minutes. 

When the device is in factory default: 

 

¶ IP address in the range between 192.168.0.100 and 192.168.0.200 
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¶ Netmask: 255.255.255.0 

¶ Default gateway: 192.168.0.1 

¶ DNS Server: 192.168.0.1 

 

UMTS/GPRS Connection. 

 

During the power-on phase it is possible  to connect the module to a public or private APN via 

UMTS/GPRS, on the base of the service available on the public network. 

To realise the connection It is necessary to define via web the following parameters: 

 

¶ APN, if this field is not defined It will be automatically set on the base of the provider selected. 

¶ Username (you have define a dummy one also in the case that the provider doesn‟t request 

anyone). 

¶ Password (you have to define a dummy one also in the case that the provider does not request 

anyone) 

¶ SIM PIN, if the SIM inserted requires the PIN control. 

 

 

Roaming connections 

 

It‟s possible to permit or not the roaming connections. 

 

 

NAT Service 

 

Once the module  R963 is connected in UMTS/GPRS, is able to send to the public wireless network  

the output IP  traffic generated from the clients connected to the local LAN . 
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Firewall protection 

 

Once the modules R963 is connected in UMTS/GPRS it is able to block  any type of input IP traffic  

from the public wireless network. 

The router is programmed to answer to the input ping from the public network. 

 

 

Outgoing packets 

 

The firewall is programmed to send towards the public network  all the IP packets received from the 

local clients. 

 

 

Forwarding 

 

It is possible to define rules to force the forwarding of packets coming from servers connected to the 

local lan. 

The definition of this rules  is realised via a dedicated web page. 

 

 

Time Syncronization 

 

The ABT-R963 internal clock can be set through a NTP server. 

 

 

Watchdog 

 

It‟s possible to activate/disactivate the watchdog who controls the general router functionalities like 

internal GSM communication, SIM presence, etc. 
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Alive Ping 

 

It is a periodic operation to query  ICMP toward a predefined reference address to verify the efficiency 

of the wireless connection. 

 
 

Dyndns 

 

It is an automatic update of an alias dns on the sites www.dyndns.com or www.dyndns.it  with the IP 

address acquired during the negotiation with the wireless network. 

 

OpenVPN 

 

OpenVPN is a free and open source virtual private network (VPN) program for creating point-to-

point or server-to-multiclient encrypted tunnels between host computers. It is capable of establishing 

direct links between computers across network address translators (NATs) and firewalls (source: 

Wikipedia). 

 

We often use the OpenVPN to reach the R963 when the service provider doesn‟t supply a public IP 

address. 

 

 

SMS/UDP Commands 

 

Sms 

 

Via web it is possible to define up to 8 GSM numbers enabled to send commands to the router R963. 

SMS received from numbers not included in the list are ignored. 

In general the commands are not “caseȤsensitive”. 

All the commands sent from enabled numbers foresee a confirmation message of the command 

execution that could be positive or negative. The confirm messages are sent only to the sender of the 

command. 

In the following paragraph the available commands are described. 

http://www.dyndns.com/
http://www.dyndns.it/
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The SMS service are not available one the model R963ȤM26. 

 

 

Udp 

 

Via web it is possible to define a UDP port where you can send messages to the router. 

This service is available to permit to the local clients to activate and disactivate the GPRS/UMTS 

network connection. 

The answers are sent by the router to the source port used by the client. 

i.e.: with Linux it is possible to send UDP commands to the router in the following way: 

>echo –n “CONN” > /dev/udp/192.168.0.1/5000 

 

Command list  

 

Network connection (CONN) 

Syntax: CONN 

 

Command to activate the GPRS/UMTS connection. 

 

Confirm message: 

 

“Connecting modem” when the connection is activated 

“Modem already negotiating connection” when the connection is establishing. 

“Modem already connected, ip a.b.c.d” when the connection is already active. 

 

When the connection is established it will be sent another confirm via SMS to the sender with the IP 

address assigned by the network: 

“Modem connected, ip a.b.c.d” 
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Disconnect network (DISC) 

Syntax: DISC 

 

Command to close the GPRS/UMTS connection. 

 

Confirm message : 

“Disconnecting modem” when the  disconnection is really started. 

“Modem already disconnected” if the modem is not connected. 

 

At the moment when the connection is closed another confirm SMS is sent to the sender: 

 “Modem disconnected” 

 

 

Sending a SMS (SMS) 

Syntax: SMS<flag><number>,<body> 

 

Command to send an SMS message to a destination number. This command is available for UDP 

service only. 

 

Parameter description: 

 

<flag>    flag to control the kind of confirm to send back to the UDP source client: 

 

„*‟  (star), after the completion of the transmission of the SMS 

message the router replies with this answer:  

“SMS*<res>”  

<res> can be 1 on success, 0 on error. 

The answer is generated after having completed the transmission 

of the message, so, normally, about 10 seconds after the 

reception of the UDP command. 

 

„#‟  the router generates a reply immediately, giving simply a confirm 

about the reception of the UDP command.. The answer can be: 
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“SMS sent”  

if the message is going to be sent.  

“SMS error”  

if the router is not in condition to send any SMS message, or if 

the UDP command is not correct. 

 

 

Modemõ s status request  (STAT) 

Syntax : STAT 

 

Command to get information on the router‟s status , regarding the GPRS connection and the RF 

coverage. 

 

The answer message is split in two parts, the first one regards the network data  connection, ant the 

second one regards the RF status coverage. The two parts are separated  by a  „,‟ (comma). 

 

The first part could be: 

“Modem not connected” when no data connection is active. 

“Modem negotiating connection” when a data connection is establishing. 

“Modem connected, ip a.b.c.d” when the modem is connected to the network ip 

address a.b.c.d. 

 

 

The second part is structured in this way : 

“<REG_STAT> - <BAND> - RF <DBMVAL> dBm” 

 

<REG_STAT> could be “Reg-<provider>” if the modem is registered or “Not-Reg”  otherwise. 

<BAND> indicates the kind of service type that is running, “UMTS” or “GPRS”. 

<DBMVAL> it is the value in dBm of the RF intensity field  measured from the modem, the 

range could be :  -51..-110. 
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OpenVPN server 15therne (OVPN) 

Syntax: OVPN <OpenVPN server IP address>  

 

Command to set the OpenVPN server IP address. The server address can be expressed both as domain 

address or IP address. 

 

Confirm message : 

“OpenVpn not configured on this R963”  when the OpenVPN is not 

enabled. 

“OpenVpn server changed to: <OpenVPN server IP address>”  OpenVPN IP server is set. 

 

 

DMZ Host 

 

With the DMZ Host on the internal network you can have all ports exposed, except those ports 

forwarded otherwise. 

 

 

Password Management 

 

Allow to set a password to access the R963 Web Server. 

 

 

Signaling Leds 

 

The device R963 has 3 signal leds on one of its long side, following there is a description of their 

15thernet: 
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¶ Yellow led 

it switches on when the LAN interface is connected and blinks on outgoing or incoming 

16thernet packets. 

¶ Green led 

it‟s fixed on when the LAN interface is connected. 

 

 

¶ Red led 

used to notify the state of the UMTS engine. The states notified by this led are listed in the 

following table: 
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Led red Modem state description 

Fixed on Modem not registered or initialization in progress 

Fast blink (100ms on / 

100ms off) 

Modem in error state (SIM absent, SIM pin required, 

etc.) 

Led on for 100ms and 

off for 2 seconds 

Modem registered and not connected 

Slow blink (400ms on 

/ 400ms off) 

Modem is negotiating an IP connection 

Double blink each 

second (100ms on/ 

100ms off/ 100ms on/ 

700ms off) 

Modem connected 

Normally ON and 

OFF for 100ms with a 

period of 500ms 

Reset button has been pressed for at least one second, 

on the release of the button the router executes a reboot. 

Normally ON, 

OFFȤ100ms, 

ONȤ100ms, 

OFFȤ100ms with a 

period of 1sec 

Reset button has been pressed for at least 5 seconds, on 

the release of the button the router executes a restore 

(load of the factory default configuration) and a reboot. 

 

 

Reset button  

 

The reset button is located close to the red led. You can reach the button through the hole in the case.  

Pressing this button you can force a reset or restore and reset operation.  

The restore operation set the router in the factory default state. In the next paragraph you find the table 

listing the voices of the factory default configuration.  
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Pressure time  Operation executed on the release  

< 1 sec  None  

>= 1 sec, < 5 sec  Reset  

>= 5 sec, < 15 sec  Factory default restore and reset  

>= 15 sec  None  

 

 

Factory default configuration  

 

Configuration active on the device on the exit from the factory and after having forced the restore via 

reset button.  

 

Parameter  Value  

IP Address LAN  192.168.0.1  

LAN Netmask  255.255.255.0  

DHCP Server IP Assignment range  192.168.0.100 – 192.168.0.200  

DHCP Server  Enabled  

PPP Connect at startup  Disabled  

PPP User  user  

PPP Password  user  

PPP APN  Not defined (automatic selection)  

SIM PIN  Not defined  

SMSC  Not defined (automatic selection)  

Engine Band setting  
Auto (GSM/UMTS band selected 

automatically)  

Permit roaming connections Enabled 

Alive Ping Service  Disabled  

DynDns Service  Disabled  

NTP server 193.204.114.232 

System watchdog Enabled 
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Known Sms Numbers  Not defined  

UDP Port Service  5000  

Firewall Rules  None  

R963 Web Server Password None 

OpenVPN  Disabled 

DMZ Disabled 

 

 

Other available services 

 

The module R963 supplies other accessory  services  that should be useful for maintenance and for 

system monitoring. 

All the services described in this section are available only for the clients connected to the local LAN . 

 

 

FTP Server 

 

It permits the connection with a standard ftp client to realise files transfer. 

For this it is necessary to specify the following parameters: 

¶ Username: root, password: 13579 

¶ UsernameL r963, password: 123456 

It is possible to define a new password for “root” or new users via Telnet or ssh. 

 

 

Telnet Server 

 

The module R963 foresee the possibility to open a Telnet console using the following parameters: 

¶ Username: root, password: 13579 

¶ Username: r963, password: 123456 
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SSH server 

 

The module R963 foresee the possibility to open an ssh console using the following parameters: 

¶ Username: root, password: 13579 

¶ Username: r963, password: 123456 

This service as for default is available only to the local clients, but reprogramming the firewall it could 

be accessed, in safe mode, also via Internet. 

 

 

Web Server 

 

The module R963 has an active web server, available for configuration purposes. The performances 

supplied are described in the following section. 

 

 

Web Configuration Pages 

 

Via web some pages are available for reading and configuring purposes. 

 

 

Status page 

In this page you can find the status of the services provided by the module. 

The page is readable at the address “http://192.168.0.1” 
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Modem status Status of the registration, name of the provider, type of bandwidth used and the 

field intensity in dBm. 

 

PPP    it could indicated : 

 

¶ “pppd not running” if the PPP connection is not active or if the connection 

establishmente has failed. 

¶ “pppd negotiating” if the PPP daemon is active but the negotiation with the 

network is still running. 

¶ The IP address assigned from the network when the module has an active 

PPP connection. 
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Appended on the left you can find a button to control the state of the 

connection: 

 

¶ Connect 

Shown when the PPP connection is not active, when pressed it forces the 

activation of the PPP connection. 

 

¶ Abort 

Shown the PPP daemon is still negotiating for opening or closing the 

connection, when pressed it aborts the negotiation and puts the router in 

idle state. 

 

¶ Disconnect 

Shown when the connection is active, when pressed it closes the connection. 

 

OpenVPN  it can be : 

¶ “connected” when the OpenVPN interface is up 

¶ “not connected” when the OpenVPN interface is down 

 

DHCP   it can be : 

¶ “server running” when the service is running 

¶ “server not running” when the service is disabled 

 

UTC Time  it is the system time of the ABT-R963 

 

MAC   MAC address of the LAN interface of the router. 

 

 

Available links: 

 

Application setup    Access the router main configuration page. 

Firewall setup     Link to the firewall configuration page. 



 Router  ABT-R963 
 

 ABT-R963 ABtrack User Manual ed. 2.7 ENG 

 

 

ABtrack srl si riserva il diritto di modificare le specifiche senza preavviso. ABtrack .srl reserves the right to change specifications without notice 

 ABtrack s.r.l. – Gorizia (I) Ed. 2.7 - 02/2010 

 www.abtrack.it    info@abtrack.it Pag. 23/39 
 
 

Known Sms Numbers & UDP Service SMS numbers and UDP port configuration page, 

parameters used to control remotely some functions of 

the router. 

Maintenance Link to the maintenance page where you can force a 

reboot or load an update. 

Password Management Link to the Web Server Password page settings 

OpenVPN Setup Link to the OpenVPN settings 

 

Informations shows when the PPP connection is active and the OpenVPN is not connected: 

 

 

 

NOTE:  the setup page automatically refreshes every 10 seconds.  

 

 

Application setup 

 

It is the page for service configuration of the R963 module. 

This page is accessed through the “Application Setup” link available in the status page. 
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IP Address    IP address assigned to the LAN interface, you can only address included 

    in one of the available private classes:  

10.0.0.0/8  

172.16.0.0/12  

192.168.0.0/16  

 

Net Mask    mask to define the subnet of the LAN inteface.  

 

DHCP server    when selected it forces the DHCP server activation at the powerȤon.  

 

DHCP IP range  IP addresses to define the range of the address to assign to DHCP 

clients. Obviously those addresses must be inside the subnet defined by 

the fields IP Address and Net Mask. 
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PPP connect at start up when selected it forces the PPP connection activation at the power-on. 

 

Autodisconnect after (min) set the maximum time (in minutes) that the PPP connection can be up; if 

you leave it blank the PPP autodisconnection is not enabled.   

 

 

SIM PIN   PIN code to send at the UMTS engine during the start up phase. 

If the SIM inserted in the module doesnõt request the PIN clear this field. 

 

SMSC Number  Short Message Service Center number for SMS messages delivery. 

If left blank the ABT-R963 will automatically sets the SMSC number of the Italian 

providers. 

 

PPP UserName Username used for the authentication that the GPRS provider could 

request. In any case you have to define one with a dummy value,  even 

when the GPRS provider is not requiring the authentication. 
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PPP Password Password used for the authentication that the GPRS provider could 

request. In any case you have to define one with a dummy value, even 

when the GPRS provider  is requiring the authentication. 

 

PPP APN APN (Access Point Name) where the GPRS connection is realised. 

Clearing this field  you force the router to set  the APN in automatic way 

with the provider used. 

 

Following the list of the APN for the Italian providers: 

    TIM  ibox.tim.it 

    VODAFONE web.omnitel.it 

    WIND  internet.wind 

TRE  naviga.tre.it 

  

For these providers: username and password are not useful parameters. 

 

Note: only TIM and WIND assign public  IPs visible in internet. VODAFONE 

and TRE close their clients inside a NAT. 

 

 

 

Engine forced GSM Check this item to force the engine in GSM mode. This option is useful 

to avoid several trials between GSM and WCDMA when the router is in 

the condition of  RF UMTS coverage  at the minimum  level of 

sensibility. 

 

Engine forced WDCMA Check this item to force the engine in WDCMA mode . It is important 

to underline that you have to select only one of the possible forcing 

modes, selecting both sets the engine to operate  in auto mode. 
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Permit roaming connections If disabled the roaming connections are not allowed. If “PPP connect at 

start up is enabled”, when the ABT-R963 find again the home network it 

will reconnect automatically. 

 NOTE: remember that if the roaming connection is disabled, and you 

are not connected to the your home network, the SMS, NTP and the 

Alive Ping services don‟t work. 

 

 

 

Enable   To enable the Alive Ping function. 

 

Fails limit  Numbers of ping without answers after that the module   will be reset . 

 

Period (min)  Repetition period of the Alive Ping operation , in minutes. 

 

 

IP address  Destination sddress of the  ICMP requests. 
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Type   Enable and setting of the DYNDNS service. It can be: 

 

  Disabled service disabled 

  dyndns.org service enabled on dyndns.org 

  dyndns.it service enabled on dyndns.it 

 

The sites dyndns .org and .it provide very similar features. 

 

User name   User name of the dyndns account. 

 

Password   Password of the dyndns account. 

 

Alias    Alias dns to update. 
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NTP Server  Insert a NTP server IP address (for example: 193.204.114.232) to 

synchronize the ABT-R963 internal clock with it. If left blank, the Time 

synchronization is disabled. 

  The clock will contact the NTP server at every PPP connection and then 

every 24 hours. 

 

 

 

 

Enable  If enabled, the System watchdog will reboot the ABT-R963 in case of a 

general GSM module problem, absence of SIM card, etc… 

 

 

 

 

Apply   Command to apply the configuration items after any modifications.  

   NOTE: The modification take effect after the reboot of the ABT-R963 
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Firewall Setup 

 

Page for the setting of R963 firewall. The firewall is activated when the GPRS/UMTS establishes the 

IP connection. 

By default the firewall executes these actions: 

¶ Block of all the traffic incoming from the internet connection, in this configuration page you 

can define exceptions in order to allow the forwarding of some incoming packets. 

¶ The factory default enables the reply to the incoming pings (icmp request). In this page you can 

change this disabling this service. 

¶ The packets coming from the local LAN clients are all forwarded towards the internet 

connection. 
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Ping reply enabled select it to enable the reply to pings (icmp request) coming from the 

internet connection. 

Default DMZ enabled select it to enable the DMZ host 

DMZ Server IP set the IP address of the DMZ server 

 

Table for the definition of rules for handling ip packets (TCP/UDP) coming from the internet 

connection. You can define up to 20 rules. 

 

Each rule is composed by the following fields: 
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#   Index of the rule, range 1..20. 

 

Prot. Protocol of the packet to handle, it can be TCP, UDP or “---“ to 

disable/cancel the rule. 

 

Ext.Port  Public port number, TCP or UDP. 

 

Int.Port  Local port number. 

 

Local IP Local IP address of the LAN client to send the recognized packets to. 

 

 

When Int.Port is not equal to Ext.Port the forwarded packets are modified changing  Ext.Port with 

Int.Port. 

 

When as Local IP you set the router IP address (192.168.0.1) the rule is used to forward the selected 

packets towards internal services of the router. In this case Ext.Port and Int.Port must always have the 

same value. 

 

 

Known Sms Numbers & UDP Service 
 

With this page it is possible to define up to  8 GSM numbers enabled  to send commands via SMS to 

the router. 
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SMS Number 1/8 Fields to insert the GSM numbers  enabled to send commands to the 

router. The numbers has to  be specified in the International format 

(+39…). 

 

SMS Master Password If you specify this password (for example: abc12) the SMS commands 

work also if the sender number is not in the SMS number list. The 

command must be in this form: *password COMMAND (for example: 

*abc12 CONN). 

 NOTE: If the password is wrong, the command doesn‟t work also if the 

sender number is in the list 
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 NOTE: the password is case sensitive and allow only letters and 

numbers. 

 

UDP Port Port to send the commands via UDP. Clear this field to inhibit  this 

service. 

 

The “Home” link  routes to the initial status page. 

 

Select the “Apply” key to store modifications to the list of the GSM numbers. 
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Maintenance 
 

Page to read the versions of the root and the kernel active on the router. 

Furthermore you can execute the reboot of the device and load an update file. 

 

 

 

Link available: 

Home link to go back to the home page. 
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Version Info table description: 

 

Root Version major, minor and revision numbers followed by the timestamp of the root 

file system. 

 

Kernel Version version string, release number and timestamp of the kernel. 

 

Application Banner Router Daemon Application version and timestamp. 

 

Engine Info Hardware model, FW version and IMEI number of the GPRS/UMTS engine 

of the router. 

SIM Card ID Card ID serial number of the sim inserted. 

 

Buttons available: 

Reboot Command to force a complete reset of the system. 

Sfoglia/Browse Command to select the update file, normally a .tgz file, to upload on the 

router. 

Upload Command to execute the update uploading the file selected. 
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Password Management 
 

Page to set the Web Server password 

 

 

 

NOTE:  leave the Old Password tag blank if there is no passwords previously set. 
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OpenVPN Setup 

 

Settings for the OpenVPN service. 

 

 

 

 

OpenVPN client enabled select it to enable the OpenVPN. It will start when the 

PPP starts. 

OpenVPN server IP or Hostname set the OpenVPN server domain or IP address  

OpenVPN server port set the OpenVPN server port 
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Local VPN IP set the local VPN IP address 

Local VPN Netmask set the local VPN Netmask 

Access Secret Key copy here the access secret key for the VPN 

Transport Protocol select between TCP and UDP for the transport protocol 

LZO Compression select to enable or disable the compression algorithm 

Authentication select to enable or disable the Secure Hash Algorithm 

Encryption select to enable or disable the encryption algorithm 

Automatic Ping Timeout(s) timeout between the keep-alive pings 

Automatic Ping Timeouts Restart(s) maximum timeout without answers before the OpenVPN 

restart 

VPN IP forwarding enabled if selected all the IP traffic through the OpenVPN 

interface will be forwarded 

VPN ICMP forwarding enabled if selected only the ICMP traffic through the OpenVPN 

interface will be forwarded 

 

 

NOTE:  

 

To use the OpenVPN service, itõs necessary to install the OpenVPN Server on your machine. 

The OpenVPN Server binaries can be download from the next link: http://openvpn.net . 

http://openvpn.net/

